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System Administration Topics

e System Startup and Shutdown
« Tape Operations: Labeling and Indexing
« System Backup and Restore

— Full System and Incremental
e« System Logs

« User Administration
— Add/Delete/Modify User Data
— Check/Modify File Access Privileges

e New Workstation Installation
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System Startup

Warm Startup

- SOME SUBSYSTEMS MAY BE
RUNNING -- OTHER MAY BE
OFF

— Operator intervention

*

4

— External malfunction

Cold Startup

¥
€ ¢

e« NO SUBSYSTEMS RUNNING
— Power failure

— Following system
maintenance

— Power switch OFF?
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Cold Startup Procedure

 Determine existence of following systems:

— DNS Master -- Other License Servers
— NIS Master -- Mail Hub Servers

— Automount Server -- MSS

— ClearCase Server -- Sybase SQL Servers
- CSS -- DSS

— DCE License Server -- CIDM Subsystem

« Turn on power for each one IN ORDER!

« HP OpenView icons turn GREEN when each is
properly booted.
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NSIDC
Cold Startup Boot Order

acmnlsgl

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server

mssn2sun

License Server - ClearCase Server
ClearCase VOB Server - 1Q Report Writer

cssnlhp

DCE - NET.H ++ - Sybase SQL Server

mssnlhp

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

All others in any order
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Warm Startup Procedure

Determine which server is down.

Determine order in which servers are to
be booted.

Determine position in hierarchy.

Shutdown all servers above the affected
server in hierarchy.

Restart servers in order.
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Normal Shutdown

Turn off power to FULL system

Turn off power to a component subsystem

Scheduled by Resource Manager
Approved by DAAC Manager

Minimal disruption to system users
NO loss of data
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Normal Shutdown Procedure

SA sends broadcast
messages to users
announcing the
Impending shutdown

SHUT DOWN
SUBSYSTEMS

IN ORDER

jobs finish
OR long-running
jobs are killed by
the SA.

=

—
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NSIDC
Normal Shutdown Order

All others in any order
mssnlhp

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

cssnlhp

DCE - NET.H ++ - Sybase SQL Server

mssnZ2sun

License Server - ClearCase Server
ClearCase VOB Server - 1Q Report Writer

acmnlsgl

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server
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Emergency Shutdown

* Indications
— System or Subsystem is locked up
— Unable to access or maneuver through the system
— Impending or actual power failure
— Hardware or Software failure

 Verify need to shutdown
— Resolve subsystem and user problems first
— Shutdown is a last resort

e Minimize loss of data
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Emergency Shutdown (cont.)

« Type sync and press ‘ Return l

to flush buffers

 Repeat the first step

« Type halt on the
main server

e Shutdown
subsystems IN
ORDER
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to immediately
k(! the system.



Networker Administrator
Main Screen

= nwadmin -]
File Clients Server Media Save Set Customize Options Help
Change Group
Server MMount Unmount Indexes Volumes Control
Server: sprglsgi.gsfc.ecs.nasa.gov NetWorker 4.1.3-12/18/95-20:27 Turbo/60

Up since: Wed Mar 5 14:54:33 1997
Backups: 162 sessions, 7960 MB total
Recovers: 0 sessions

Devices:

hs2d2ntr 13 &mm 5GB {unmounted)
Jdev/rmt/tps2dinrnsy (1> 8mm SCE {unmounted)
Jdev/irmt/tpsSidinrnsy(1) 8mm 5GE sprglsgi. 327 writing, done
Jdev/rmt/tpsiddnrnsy {1 Bmm S5CE sprgilsgi. 326 wWwriting, dons

=
Sessions:

=
Messages:

Thu 93:09:42 index notice: nsrim has finished checking the media db

Ul«|»|

Pending:
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Tape Labeling

 Creates a unigue name for each tape
« Identifies tape to Networker
o Stores list of labels in memory (index)

gsf cnasa. 001
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Tape Labeling Procedure

Run nwadmin

Select
Jukebox labeling
and complete the
dialog form.

Load tapes in
cartridge.

LABEL ED
TAPES!
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Jukebox Labeling Window

Jukebox Labeling

Server: sprglsgi.gsfc.ecs.nasa.gov
Device: fdev/rmtfipsSdSnrnsy

Starting with: sprglsgi. 336
First slot: 1
Last slot: 10
Pool: Default < Brchive > PC Archive

< Default Clone <> Archive Clone < PC Archive Clone
| Manual recycle

2k Cancel Help
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Tape Indexing

Networker’s way of identifying each tape’s
location in the jukebox

Reads each tape’s label and matches it to the
jukebox slot

Can be time consuming (2-3 minutes per tape)

Must be performed after tapes are added,
removed, or changed
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Tape Indexing
After Initial Inventory

/ Tape Cartridge

# Cleaning Tape
+ GSFCDAAC.001

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002 4’ GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 .|> GSECDAAC.006
SLOT 5 = GSFCDAAC.010 + CSFCDAAC 01
SLOT 6 = GSFCDAAC.352 '
SLOT 7 = GSFCDAAC.003 4» GSFCDAAC.352
SLOT 8 = EROSDAAC.001 * GSECDAAG 003
SLOT 9 = EROSDAAC.523 @

SLOT 10 = UNDEFINED # EROSDAAC.001

SLOT 11 5 UNDEFINED ~y.. A EROSDAAC.523
+ empty
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Tape Indexing
Tapes Changed But Not Re-Inventoried

/ Tape Cartridge

....................... b Cleaning Tape
SLOT 1=CLEANING TAPE=SY" .. + GSECDAAC.001
SLOT 2 = GSFCDAAC.001 - + SR
SLOT 3 = GSFCDAAC.002 - s .
SLOT 4 = GSECDAAC.006 < -\ :rrmmrrmmmaamaaaeee. + GSECDAAC.006
SLOT 5 = GSFCDAAC.010 ~® )} + GSECDAAC.010

T 4» EROSDAAC.777
SLOT 8 = EROSDAAC.001 -/ "7 1» GSFCDAAC.003
NG + EROSDAAC.001
S + EROSDAAC.523

e GSFCDAAC.999

r EROSDAAC.888
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Tape Indexing
After Re-Inventory

/ Tape Cartridge

L Cleaning Tape
.................................. + GSFCDAACOOl
..................................... + GSFCDAAC.002

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002
SLOT 4 - GSFCDAACOO6 -\ + GSFCDAAC.006
SLOT 5= GSFCDAAC.010 ~® ) + GSFCDAAC.010
SLOT 6 = EROSDAAC.77~=
SLOT 7 = GSFCDAAC.003 ¥
SLOT 8 = EROSDAAC.001 W--...
SLOT 9 = EROSDAAC.523 =~

SLOT 10 = GSFCDAAC.999

+ GSFCDAAC.003

\ + EROSDAAC.001

e + EROSDAAC.523

"~

~<.__ T~ GSFCDAAC.999

1‘ EROSDAAC.888
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Jukebox Mounting Window

— Jukebox Mounting

server. sprglsgi.gsfc.ecs.nasa.gov

Device: /dev/rmt/tpsSdinrnsy

Volume: sprglsgi. 327

Slot Volume Pool % Used

1 Detaul t
> o Detaul t
2 o . Defaul t
4 sprglsgi. 329 Default
5 sprglsgi. 330 Detault
6 sprglsgi. 331 Deftault
7 osprglsgi. 332 Default
2 =pralsgi. 333 Detaul t
9 sprglsgi.33d Detaul t
0 sprglsgi. 335 Default y

ik Cancel Help
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Backup Levels Overview

More incremental More cumulative
Level 1
Level 2
— ‘
o Level 3
) N ‘
of - — Q
2 S 2 Level 4
[5) [¢] ™ 4_ Q
© — _ ©
o o o Level 5
— 2 Y l-— —
T '§ T Level 6
) Te] ‘
_I —
g Level 7
) O ‘
_I —
o Level 8
> ~
- — ©
el _
S
-

22

456-TP-005-001



File Tree

View Change

kMark DOptions

Chonge
Server

v/

05 Ul s Lrrmcrk

S

Search

Server: sprisgilarc.larc.nasa.gov

Selection:

o0 fusars s

Client: sprisgilarc.larc.nasa.govw

=ep:

8 Egrvoll

=l users

=T IR

D IT list
& sYB SAVA
== L=SERS LIST
HTD alecs

EC0 aprasad
=0 asiyvyid
10 aweard

T30 bhine

T3 burck

®'=0 cacraig
T3 choettch
HTO ceres t1
HCO ceres_t2
HT0 ceres 13
=D chang

0 cmackey

F Y

L
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Networker Restore Window

=] nwrecover
File Tree View Change Mark Options Help
Chaonge v J é?
Server Mok nmark Search
Server: sprglsgi Client: sprgisgi
Browse Time: Thu Mar 06 10:25:38 1997
Selection:
Adew/
nge/ Al | oEmakeDey B
_EIZ:I_PEOD|EPEQESPEFS.DHE| QO MAKEDEY o E
080 desklop-sprglsgl 0 EIMAKEDEV isdn
O ebtpriv .
—QCD mediaw OCahi
—OC netscape O™ bkdev
—OSCoOROM = D"-bmdev
—OCcdrom O cent
—OCdata? .
0 ey Q" conslog
—OEIMAKEDEY. d 0™ console
—OCahi O™ diaks
_ggdsk O™ dms
— Bisa
a
—0etd Dk
O flash OCeiza
—acahl _l|ofeo B
—OCinput Y1 ocid b
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Networker Conflict Resolution
Window

| 4| Conflict Resolution |

Do you want to be prompted when conflict occurs? $r Yes o

. ) :
When conflict occurs, NetWorker should®: ¥ Bename the recover file

<> Discard the recover file

< Overwrite the existing file

Ik Cancel Help
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Tapes Required for
Full System Restore

Level 3

Level 5

Level O (full system backup)

June 10
June 11
June 13
June 14
June 15
June 16
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New User Approval

| complete the
User Registration
Form and send it
to my Supervisor.

If the form is
complete, I'll
approve it and
send it on to the
DAAC manager.

i

R. E. Quester

& Y Looks okay to me!
o &° @ o I'll send it to the
A\ O X .
$\$ \)(\\6&‘*000\)0 % System Administrator.
‘ (\\) Sy 0% ‘ [
\’0(\60 68,(0 «° ~
NN \

NS

)
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UNIX User Registration Request Form

UNIX User Registration Request

REQUESTER INFORMATION:

Name:

Office Phone Number:

E-Mail Address: Office Location:

NEW USER INFORMATION:
Name:

Office Phone Number:

Home Phone Number:
Organization:
Group Affiliation(s):
Role(s)/Job(s)/Justification:

Date of Request: Date Required:
Supervisor Approval: Date:
Ops Supervisor Approval: Date:
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letc/passwd.yp File

nresni ck: $sy732az) [ xyzz: 510: 1: M chael Resni ck {x4076}:/hone/ nresni ck:/bin/csh
jsmth: hY%dd98dww xPnm 511: 1: Janet Smith {x0821}:/hone/jsmth:/bin/csh
rkni ckerb: :512: 1: Robert Kni ckerbocker {x4111}:/hone/rkni ckerb:/bin/csh

Empty field
(no password)
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[etc/group File

root::0:root
ot her::1:root, hpdb
bin::2:root, bin
sys::3:root, uucp

adm : 4: root, adm
daenon: : 5: root, daenon
mai | : : 6:root

| p::7:root,Ip
users:: 20: root
nogr oup: *: - 2:
eb: *: 10:
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dwashi ng
j mangum
m ynch
ddavi s
r canpbel
spete
kkl ei s
echeung

[etc/auto.home File

acmlsgi
acmlsgi
acmlsgi

acmlsgi
acmlsgi

acmmlsgi

:/ vol 0/ user s/ dwashi ng
./ vol O/ users/j mangum
./ vol O/ users/ m ynch

acmlsgi :
./ vol 0/ users/rcanpbel
./ vol O/ users/ spete

acmlsgi :
./ vol 0/ user s/ echeung

/[ vol 0/ user s/ ddavi s

/[ vol 0/ user s/ kkl el s
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nr esni ck Jun 14 08: 34
nr esni ck
nr esni ck
j ] ones

nr esni ck

traini ng
traini ng
traini ng

dr Wxr - Xr - x
T W T WA T W-
l rwr--r--
- FWXT - - T W

Jan 02

Apr 30

traini ng Cct 22

archi ve
daacdat a
gar bage
j unk
trash
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Access Permissions

OWNER GROUP OTHER
permissions permissions permissions
AT W X|[rT w x| W X
>\§E
ssa|ll lr w-1Jr w-[r w -
saf-r w XxX|ir - X
b\l
I

r =r ead Look/copy/print
W=write Change/save/delete
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Workstation Installation Steps
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